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Abstract:
Wireless penetration testing has long been believed to be the most effective way to find exploits and to verify whether a system is 
vulnerable. Also, it frequently allows the security analyst (ECSA) to find new vulnerabilities. Penetration testing plays a vital role 
in the network security policy of every organization. It gives a bird-eye perspective on the current level of network security. It also 
helps to identify what information is exposed to the public. By imitating attack scenarios with all the possible situations, wireless 
penetration testing helps to identify and reduce security risks. Furthermore, it identifies overlooked areas in terms of security and 
allows network engineers to improve their current networking infrastructure.

The timeline for different security standards is as follows:
1997: Wired Equivalent Privacy (WEP)
2003: Wi-Fi Protected Access (WPA)
2004: Wi-Fi Protected Access II (WPA2)
2018: Wi-Fi Protected Access III (WPA3) [a gap of 14 years]

According to researchers, wireless penetration tests demonstrated one of the major security flaws in the wireless networks – the use of 
the Wired Equivalent Privacy (WEP) encryption method. It is proved that this encryption method is easily cracked by attackers 
using penetration tools such as Aircrack-ng. WEP gathers a few thousand packets secured with a 40-bit encryption key (fixed and 
manual) that can be easily cracked with tools within seconds. Wi-Fi Protected Access (WPA) includes a 128-bit, “Temporary 
Key Integrity Protocol” (TKIP), which dynamically generates a new key for each data packet. However, researchers discovered 
a security flaw in TKIP concerning weaknesses in retrieving the keystream of data packets. It could only encrypt “short” 128 bytes 
data packets. Because of this flaw, TKIP was replaced with CCMP, known as Counter Mode with Cipher Block Chaining Message 
Authentication Code Protocol – Advanced Encryption Standard (AES-CCMP) encryption protocol in Wi-Fi Protected Access II 
(WPA2).

Wi-Fi Protected Access III (WPA3) was launched in early 2018, after a long wait of 14 years. This next-generation Wi-Fi protected 
access protocol was once welcomed by developers/engineers as resistant to most types of password theft (stealing) attacks that 
threatened its predecessors. The recently announced WPA3 protocol is intended to be much more secure because WPA3 uses the 
Simultaneous Authentication of Equals (SAE) and its “dragonfly” handshake, which makes password cracking nearly impossible. 
In this research, we identified that the theory is different from reality. WPA2 is more secure than its successor WPA3.

Even after 14 years, the newly launched WPA3 was a failure due to the following major reasons:

1. Vulnerabilities have been found in the WPA3 personal protocol that could allow adversaries to crack Wi-Fi’s passwords.
2. Two major flaws, downgrade attacks and side-channel leaks, can be manipulated to recover the password to the Wi-Fi 

network. 
3. WPA3 was assumed to encrypt safely, but a determined adversary would be able to read information, and attackers could 

steal sensitive transmitted information/data such as credit card numbers, passwords, emails and messages, and many 
more.

The WPA2 version applies a cryptographic process that validates computers, phones, tablets, and any device with a wireless network 
interface controller to an access point (AP) and vice versa. Instead of the password being transmitted, a cryptographic hash is sent 
across. Our research validates the feedback from various security researchers. “WPA3-Personal is in early stages of deployment 
(implementation), and the small number of device manufacturers that are affected have already started deploying (using/install) 
patches (fixes) to resolve the issue.” In this paper, we also propose solutions to mitigate the issues via software updates without any 
adverse impact on the functionality of the devices. WPA2 is more secure as compared to WPA3; it utilizes the Advanced Encryption 
Standard (AES) encryption. To alleviate threats and to improve the security of wireless networks, this paper first provides a study on 
how to avoid threats, while using the WPA2 protocol, as well as the older WPA protocol and the latest WPA3 version. It will also discuss 
the modes available to secure a wireless network using the WPA2 protocol and finally explore its vulnerabilities.

Keywords: Wireless security, WEP, WPA, WPA2, WPA3, Wireless networks, TKIP, AES, CCMP, SAE
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1. INTRODUCTION
Penetration testing (pen-testing) is a subset of ethical hacking. It is the process 
of assessing the security of network, system, application, or an entity by applying 
TTP (Tools, Techniques, and Procedures). The pen-tester assessing security from 
an offensive perspective allows security professionals (like an ECSA) to discover 
vulnerabilities that may otherwise be overlooked. All security professionals should be 
familiar with penetration testing (ECSA) methodology, such as Network Penetration 
Testing, Web Application Penetration Testing, Database Penetration Testing, Wireless 
Penetration Testing, Cloud Penetration Testing, Vulnerability Analysis, Exploitation, 
Post-exploitation, and Reporting.

ECSA aims to armor the security professionals with penetration testing tools and 
techniques to help them perform such tests and protect the information assets of their 
respective organizations. ECSA is a comprehensive, standard-based methodological 
approach to training and validating IT security professionals’ Penetration Testing and 
IS Security Auditing capabilities.

Wireless networks refer to Wireless Local Area Networks (WLAN). This includes any 
type of data that is transmitted between the users wirelessly over the air (via radio 
waves). Many types of such technologies exist, such as Wi-Fi network communication, 
Bluetooth communication, satellite communication, and mobile communication. 
These technologies use different communication architecture. However, they all share 
the same “wireless medium” capability.

Wireless network (Wi-Fi) has become extremely popular in the world in the last two 
decades. It is based on the IEEE 802.11 standard. Wi-Fi is a type of wireless network 
that you may come across everywhere, at your workplace, in hotels, restaurants, 
home, and even in taxis, trains, or flights. It allows people to share information and 
communicate with each other whenever and wherever they are. Such requirements 
make the protection of the wireless networks highly demanded. Therefore, security 
should be applied to Wi-Fi networks to keep users’ confidentiality, integrity, and 
availability. 

Wireless pen-testing helps protect wireless networks by following the defined 
approach and accessing the security measures placed in Wi-Fi networks and also 
analyses the weaknesses, technical flaws, and critical vulnerabilities.

Hence, different wireless access protocols have been developed and implemented. 
Currently, Wi-Fi Protected Access (WPA and WPA2) protocols are most widely used 
across the world. The wireless networks are evolving at a significant pace. Entities 
saw the potential in this type of data transmission. These 802.11 communication 
standards operate on 2.4 GHz ISM radio bands.

The main goal of the pen-tester/attacker in all kinds of attacks is to crack the 
encryption key and get a value of the key. This would give the attacker two things:

1. Broken confidentiality of other users

2. Access to the wireless network, which may even lead to access to 
confidential data

PT = Vulnerability (Detect) Validation (Confirm) Resolve & Exploit
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1.1 WIRELESS NETWORK SECURITY

Wireless network security revolves around the concept of 
securing the wireless network from any malicious attack or 
unauthorized access.

1.2 IMPORTANCE OF WIRELESS 
TECHNOLOGY 

• By 2020, it is estimated that 24 billion devices will be 
connected to the Internet, with more than half connected 
over a wireless network [1]. To put that in context, we have 
approximately 7.4 billion people living on the earth now. 
This is the magnitude of the Internet of Things (IoT).

• About 70% of all the types of wireless network 
communication is Wi-Fi 802.11 standard.

• In 1999, the speed of the Wi-Fi grew from “802.11a” to 54 
Mbps [2].

• In 2012, the speed of Wi-Fi grew from 802.11a to 1.3 Gbps. 
Moreover, there is 801.11ac Wave2 on the horizon with 
multi-Gbps speeds (2.34 Gbps–3.47 Gbps).

• Everyday millions of individuals are making cash transfers, 
accessing their bank accounts, making purchases, and 
connecting with their loved ones, all using smartphones 
over the Wi-Fi networks.

1.3 TYPES OF WIRELESS ENCRYPTION

• Stream cipher – It converts plain text into cypher text in 
a bit-by-bit fashion.

• Block cipher – It works on the fixed-size blocks of data.

Wireless security can be provided through different ways:

Hardware-based: The routers and switches are built with 
encryption measures that protect all wireless communication 
networks. So, during this case, even if the information gets 
compromised by the , they will not be able to decrypt/decode 
the data or view the traffic’s content.

IDS and IPS: Intrusion Detection/Prevention Systems help 
in detecting, alerting, and preventing attacks on wireless 
communication networks and send an alarm to the network 
administrator or security analyst in case of any detected threats.

Another important responsibility of the pen-tester is to protect 
the wireless networks using wireless security algorithms/
protocols such as WEP, WPA, WPA2, and WPA3.

2. WIRED EQUIVALENT 
PRIVACY (WEP)

Wired Equivalent Privacy (WEP) was released in 1997 
along with the 802.11 standard for wireless networks. 
WEP uses the Initialization Vector (IV) method. This 
method is a random number that can be used along with 
the secret key for data encryption. It prevents repetition in 
encryption and makes it difficult for an attacker applying 
a dictionary-attack to hack the encrypted key.

The first version of the WEP algorithm was not secure, 
even at the time when the attacks were relatively not as 
sophisticated. This weak release was due to the limits 
imposed by the United States, at the time, on the export 
of various cryptographic technologies. The limitation led 
the manufacturing companies to restrict their devices 
to 64-bit encryption. Later, when the limitations were 
withdrawn, the companies developed 128-bit and 256-bit 
WEP encryption, although 128-bit encryption became the 
standard. Unfortunately, very soon after the introduction 
of WEP, security researchers found several vulnerabilities 
that allowed an attacker to crack the WEP key within 
minutes. Even with upgrades, the WEP protocol remained 
vulnerable and easy to penetrate. In response to these 
problems, the Wi-Fi Alliance introduced WPA, which was 
implemented in 2003. 

2.1 HOW TO BREAK WEP ENCRYPTION

WEP encryption can be cracked using a variety of freely 
available tools. All these tools fundamentally follow the 
same steps. Let’s consider that you found your target 
infrastructure network. Now these steps need to be 
followed:

1. Collect WEP encrypted packet transmitting between 
Access Points (AP) and users, with the help of the 
“airodump-ng” tool.

1. When enough packet is collected, try to break the 
network using a tool called “aircrack-ng.”

As per our previous research paper, we proposed new 
ideas using Artificial Intelligence and Machine Learning 
techniques on how to reduce the network traffic and 
cyberattacks on highly crowded or congested networks. 
The steps mentioned above could take 10 minutes, or 
potentially even lesser, to crack a WEP encryption key. 
The protocol is inherently vulnerable and insecure.

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

https://blog.eccouncil.org/intrusion-detection-with-machine-learning-artificial-intelligence-mlai-techniques-to-reduce-cyberattacks-network-traffic-new-way-to-improve-cybersecurity/


Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

05

Wi-Fi Protected Access (WPA) was the next Wi-Fi Alliance’s 
proposed project that replaced the increasingly noticeable 
vulnerabilities of the WEP standard. WPA was officially 
implemented in the year 2003–04, one year before the 
retirement of WEP. WPA used TKIP (Temporary Key 
Integrity Protocol) to ensure data integrity. This was different 
from WEP, which used a Cyclic Redundancy Check (CRC). TKIP 
was stronger and more secure than CRC.

WPA’s most common configuration is with WPA-PSK, which is 
abbreviated as Pre-Shared Key. WPA uses a 256-bit encryption 
key, which was a significant enhancement from the 64-bit as 
well as 128-bit encryption keys. It introduced the TKIP 
algorithms as a necessary encryption component. 

3.1 HOW TO CRACK WPA ENCRYPTION

The method to break a WPA encryption key has a slightly 
different approach. It can be done while using WPA with TKIP 
encryption, which still uses the concept of Initialization 
Vector (IV) and RC4 algorithm. However, it is modified to 
be more secure. 

TKIP revises WEP with the following points:

• It utilizes temporal, dynamically created keys 
instead of static (fixed) ones, as used by WEP

• It applies in series to defend against replay and 
injection attacks

• It applies an advanced key mixing algorithm to 
defeat IV collisions and weak-key attacks in WEP

• It creates Enhanced Data Integrity (EDI) to defeat bit-
flipping attack possible in WEP

Taking these points into account, it makes WPA standard 
computationally not possible to break. Although not 
impossible, it would take a long time to break the encryption 
key. The authentication method used in the WPA encryption 
standard is also very advanced, as compared to the one used in 
WEP. WPA uses true 802.1x EAP-based authentication for the 
clients. In fact, this is the only weak point where you may try 
your chances for breaking the WPA.

WPA and WPA2 encryption standards support two types of 
authentications:

1. Pre-Shared Key (PSK)

2. True 802.1x based
 
When using 802.1x authentication, it is simply not possible to 
break the password; it is only possible where local PSK mode 
is used. That’s why all the businesses and organizations have 

deployed a wireless 802.1x authentication based on an external 
RADIUS server. 

Another noteworthy is that PSK used for protecting WPA/WPA2 
encryption must be reasonably short in size (or alternatively a 
dictionary word), if you target to break it. The only requirement 
is that PSK will not get transmitted in clear text between the 
wireless client (user) and the wireless AP during the initial 
4-way handshake. The only way to gain the original key from 
those packets is via a brute-force attack or via a dictionary 
attack. Here is a useful online calculator that can estimate 
the time it would take to brute-force the PSK.

Example: For a Personal Computer (PC) that can try 
25,769,803,776 passwords per hour (composed of lowercase, 
uppercase characters, digits, and special characters), it would 
take 4,657.55 days to crack your password.

Brute-Force Attack: An attacker applies a Brute-Force 
attack by submitting many passwords to check with 
authentication set passwords, with the hope of eventually 
guessing correctly. Another possibility is that the attacker 
may systematically check all potential passwords from a 
dictionary until the correct one is found.

Online Password recovery time Calculator for a Brute-
force attack:

With the online password calculator, you may estimate the time 
it would take to search for a password using brute-force attack 
under conditions user specifies, such as password length, speed, 
number of computers, and select password specifications, 
including lower case, upper case, digits, common punctuation, 
and full ASCII. WPA2 always suggests building a strong 
password, because weak password can be cracked by dictionary 
attack and brute-force attack [9]. 

3. Wi-Fi Protected Access (WPA)

Upper Case Letters

Lower Case Letters

Numbers

Special Characters

Random Alpha/Numeric

Random Alpha/Numeric and Special Characters

Phrase or word subject to dictionary attack

2

4

2

1

1

1

Submit

Brute-Force Attack could take up to 11 years.

http://lastbit.com/pswcalc.asp
http://lastbit.com/pswcalc.asp
http://lastbit.com/pswcalc.asp
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The general process of breaking a WPA encryption, only 
when individuals or enterprises use PSK, is as follows:

• Collect WPA encrypted packets transmitting between the 
APs and a client, with the help of the “airodump-ng” tool.

• While packets are being collected, you should de-
authenticate current clients. By executing that, you are 
moving to a scenario where the client would need to 
authenticate again in order to connect a Wi-Fi network 
(frequently happens with normal users). By doing this, 
you prepare an environment to sniff a wireless user 
authenticating to the network. You can use the “aireply-
ng” tool to de-authenticate the current wireless clients.

• When enough packets are collected, an attacker could try to 
break the PSK using a tool called “aircrack-ng.” In this step, 
the aircrack-ng tool uses a good dictionary file containing 
all the combinations of commonly used passwords. That 
is why a terrific dictionary file plays an important role in 
cracking the PSK.

3.2 How to Defend Against WPA Cracking
In this paper, we majorly focus and research on the use of 
WPA2’s current version, instead of the latest version 
WPA3, and how WPA2 is important to the existing version 
WPA and latest version WPA3. After going through the previous 
sections in this paper, you should already have some idea about 
how attackers attack, how defenders defend, and how wireless 
pen-testing with WPA2 plays an important role in securing a 
wireless network to defend and identify the vulnerabilities in 
two major things:

1. Broken confidentiality of other users
2. Direct access to the wireless network

What should be accomplished to make WPA encryption 
unbreakable? Following are some suggestions and best practices 
for securing your home/small business wireless networks:

To defend against WPA cracking, use WPA2 instead of WPA. 
AES used by WPA2 is much safer than TKIP (used by WPA).

• As we discussed in the early sections, the only way to break 
WPA is to sniff the authentication 4-way handshake, 
followed by brute-forcing the PSK. To prevent an 
attacker from hacking the encryption, you must make it 
computationally impossible. This can be achieved by using a 
password of at least ten characters, composed of a random 
combination of lower and upper case with special characters 
and digits, and must not be a single word that can be found 
in the dictionary.

• Disable Wi-Fi Protected Setup (WPS): WPS has a feature 
designed to make connecting to a network easier for wireless 
clients simply by placing a special 8-digit PIN for the AP. 
This use of a PIN will not hold against a brute-force attack. 
Furthermore, this PIN may be found on the back of the 
wireless AP’s box. Hence, an attacker with physical access to 
the AP may easily get authenticated to the network.

To defend against attackers intruding the network, use WPA2 
instead of WPA because it is more secure than TKIP used by 
WPA. The wireless networks are more vulnerable than their 
wired equivalent.

Copyright © by EC-Council
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4. Wi-Fi Protected Access II (WPA2)
Wi-Fi Protected Access II (WPA2) was the next Wi-Fi Alliance’s 
proposed project that replaced the WPA standard. WPA2 was 
available as early as 2004 and was officially implemented in 
the year 2006 after WPA got outdated. WPA2’s most common 
configuration is with WPA2-AES (Advanced Encryption 
Standard) as a necessary encryption component. This also uses 
CCMP, which is abbreviated as (Counter Cipher Mode – Block 
Chaining Message Authentication Protocol) by replacing TKIP. 
WPA2 uses 128 bits. AES-CCMP incorporates two sophisticated 
cryptographical techniques (counter mode and CBC-MAC) and 
adapts them to ethernet frames to provide a robust security 
protocol between the mobile users and the AP. Counter mode 
makes it difficult for an observer to spot patterns. The CBC-
MAC message integrity method confirms that messages have 
not been tampered/altered.

In WPA, AES is optional, but in WPA2, AES is mandatory and 
TKIP is optional. AES is much more secure than TKIP. WPA2 
protocol is the most secure, and AES-CCMP is the most secure 
encryption. 

The goal of a pen-tester is to identify the vulnerabilities which 
an attacker may target to compromise the confidentiality of 
the information by simply breaking the encryption model used 
in the wireless deployment. A variety of encryption security 
models are as follows:

WEP Encryption: WEP is outdated and insecure for wireless 
networks and should not be used under any circumstances. It 
has been replaced by WPA Encryption.

WPA Encryption: The WPA protocol has not yet been cracked, 
but TKIP is not considered strong for encryption due to the use 
of a weaker RC4 algorithm.

RC4 Algorithm: It is a Stream Cipher algorithm with a variable 
key. RC4 algorithm encrypts one byte at a time (1 byte = 8 
bits). A key input is a pseudorandom bit generator (PRNG) 
that produces a stream of 8-bit numbers, that is, unpredictable 
without knowledge of the input key. The output of the generator 
is called a keystream. PRNG is a program written for and utilized 
in probability and statistics application when large quantities of 
random digits are needed.

CCMP Encryption: CCMP Encryption is used with current 
WPA2 protocol. So far, it is considered a secure encryption 
model and is based on the AES algorithm.

Protocols Encryption Authentication

WPA Personal TKIP PSK

WPA2 Personal AES-CCMP PSK

WPA3 Personal GCMP-256 SAE

WPA Enterprise TKIP 802.1x/EAP

WPA2 Enterprise AES-CCMP 802.1x/EAP

WPA3 Enterprise 192-bit AES SAE

Copyright © by EC-Council
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5. Wi-Fi Protected Access III (WPA3)
Wi-Fi Protected Access 3 (WPA3) was released in June of 2018; like WPA2, it includes WPA3-Personal and WPA3-Enterprise versions. 
WPA3 is the newly proposed and the third iteration of this family under the Wi-Fi Alliance. It has a personal as well as enterprise 
encryption security-support feature and uses a 384-bit Hashed Message Authentication Mode (HMAM), 256-bit Galois/Counter 
Mode Protocol (GCMP-256), as well as Broadcast Integrity Protocol of 256-bit encryption. WPA3 also provides perfect forward 
security mechanism support.

An important feature of WPA3 is that security is increased while complexity is not. Typically increases in security are accompanied by 
increased complexity, which makes security harder to obtain and implement.

• There are no alterations in workflows and usage with WPA3. 

• No new steps to go through to remember.

• WPA3 looks just like open networks we’re all used to click and connect.

• WPA3-SAE looks just like WPA2-PSK, where you enter a password and connect.

Even after over 15 years of age, IEEE 802.11i is more advanced than the WPA3 version, which was recently implemented. 

In this paper, we observe that multiple infosec professionals had written the benefits of WPA3, even when it was newly released 
(2018) [3] [4]. As of today, many researchers have proven that the theory is different from reality (2019) [5] [6]. In this paper, we have 
also proposed an idea/solution to mitigate the issues of WPA3 and to update the software without any impact on the device’s ability 
to work well together.

Finally, we accomplish that WPA2 is a better security convention as compared to WPA3. It uses the AES encryption. To alleviate 
threats and to improve the security of wireless networks, in this paper we already discussed in the above how to avoid threats using 
WPA2 protocol, as well as the new WPA3 protocol. Then it will examine the available modes to secure wireless networks using the 
WPA2 protocol and finally explore its vulnerabilities.
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6. WEP vs. WPA vs. WPA2 vs. WPA3
There are four widely known security standards in the world of wireless networking. The biggest difference between them 
is the security model they can provide.

Security 
Standard Encryption Algorithm Authentication 

Methods
Possibility of Breaking the 

Encryption

WEP WEP
(based on RC4)

Pre-Shared Key
(PSK)

Initialization Vector (IV) collision attack
Weak Key Attack

Reinjection Attack
Bit Flipping Attack

WPA TKIP
(based on RC4)

Pre-Shared Key
(PSK)

or
802.1x

Cracking the password during the initial 
four-way handshake (assuming that it’s a 
relatively short password <10 characters)

WPA2 CCMP
(based on AES)

Pre-Shared Key
(PSK) or
802.1x

Man-in-the-Middle attack

WPA3

GCMP-256 encryption
128-bit AES encryption 

in Personal Mode 
192-bit encryption in 

Enterprise Mode

Simultaneous 
Authentication of Equals

(SAE)

Crack Wi-Fi passwords

Two major flaws: 
(a) Downgrade attacks and side-

channel leaks 

(b) Steal sensitive transmitted 
information

WEP was the first wireless encryption security model that was supposed to add authentication and encryption. WEP encryption 
protocol is based on the RC4 algorithm and 24 bits of Initialization Vector (IV). This is the major drawback of the implementation that 
leads to WEP being vulnerable within a few minutes, using freely available tools that anyone can install.

To enhance security, WPA2 was developed with a stronger encryption algorithm (AES) and a very robust authentication model based 
on 802.1x/PSK. WPA was introduced just as a performance mechanism for a smooth shift to WPA2. Various wireless cards did not 
support the proposed AES at that time, but all of them were using RC4+TKIP.

When will you receive WPA3? How do you upgrade your devices? The problem is that the AP and the connecting clients need to 
support WPA3 to use it. Hence, we may need to replace the existing devices entirely to make this switch [6].

6.1 Security Features WPA3 Offers over WPA2

• PROTECTION OVER DICTIONARY ATTACKS: The problem with weak passwords is that they can be cracked using a dictionary 
or brute-force attacks. WPA2 had no safeguards against such attacks, except educating users to adopt strong passwords. The WPA3 
has considered this, and it helps mitigate such attacks. The Wi-Fi Alliance has stated that for every password guess, an attacker 
needs to interact with the network. Hence, a new authentication mechanism was introduced, called Simultaneous Authentication 
of Equals (SAE), which basically replaced PSK in WPA2. With this mechanism, the user needs to interact with the network to be 
authenticated, only after which the key will be generated. This means that offline attacks are probably not possible, and dictionary 
attacks are two times more time consuming and hence pointless to attempt.  
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• SECURITY FOR OPEN and PUBLIC NETWORK: Most open and public Wi-Fi networks could be a victim to the Man-in-the-
Middle attack. The widespread adoption of Collection Tree Protocols (CTPs) (mobile data gathering based on CTPs) has been able 
to alleviate the risk. However, the problem is still inherent in WPA2. 

To better explain, when you connect to a password-protected WPA2 network, all the traffic within the network is encrypted using 
that password. In the public network, everyone would know the password. Therefore, anyone can potentially decrypt the data 
that had been transmitted by another user on the same network. Hence, in open networks, the traffic is effectively insecure, 
equivalent to no encryption. 

WPA3 introduced individualized data encryption. As the name suggests, traffic between an individual user and AP is encrypted 
with a unique password. So, even if access to the network itself is not protected, the traffic between the user and the AP is 
encrypted and secure. 

• HIGHER ENTERPRISE SECURITY: Finally, the businesses and the government agency’s networks were upgraded to 192-bit 
data encryption as opposed to 128-bit, to WPA2 and WPA3 personal. This is a welcomed upgrade, even though 128-bit encryption 
is yet to be broken.

6.2 Why WPA3 Should Not Be Considered as an Advance Algorithm? (even though it will be 
more widely adopted soon)

The recently announced WPA3 protocol is intended to be much more secure because its “dragonfly” handshake makes password 
cracking nearly impossible. In this research, we identify that this theory is different from reality. WPA2 is better than the 
new version of WPA3. 

Description WPA2 WPA3

Development
2004

Security wireless network designed to 
replace the WEP and WPA protocols

2018
Security wireless network

Methods
Unlike WEP and WPA, WPA2 uses the AES 
standard instead of the RC4 stream cipher.

CCMP replaces WPA’s TKIP

128-bit encryption in WPA3 Personal mode 
(192-bit in WPA3 enterprise)

SAE is replacing the PSK

SECURE & 
RECOMMENDATION

WPA2 is recommended over WEP and WPA 
is more secure

WPA3 is not recommended over WPA2

Protected Management 
Frames (PMF)

WPA2 mandates support of PMF since early 
2018

WPA3 mandates use of PMF

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

10



Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

11

Even after 14 years of gap, the newly launched version WPA3 was a failure due to the following major reasons [6] [7]:

1. Vulnerabilities have been found in the WPA3 personal protocol that could allow adversaries to crack Wi-Fi passwords.

2. Two major flaws, downgrade attacks and side-channel leaks, can be manipulated to recover the password to the Wi-Fi network [5]. 

3. WPA3 was assumed to encrypt securely, but a determined adversary could be able to steal transmitted information, such as 
passwords, emails, social media platforms, credit card numbers, messages, and more.

The current WPA2 version applies a cryptographic process that validates computers, phones, and tablets to an access point and vice 
versa. 

Not only did our research prove this, but many researchers have also said that “WPA3-Personal is in the early stages of deployment 
(implementation), and the small number of device manufacturers that are affected have already started deploying (using/install) 
patches (fixes) to resolve the issues.”

1

1
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Diagrammatic Representation of Wi-Fi Network

In this research, we propose solutions to mitigate the issues in WPA3 
through software updates, without any impact on the end-points’ 
ability to work well together.
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Pen-testing of the wireless networks is an easier task, as 
compared to doing so on a wired network. It is complicated to 
apply good physical security measures on a wireless network. 
If you are within the range, your wireless adapter will be able 
to hear everything that is flowing over the air (radio waves). As 
you have observed so far, several free tools are readily available 
for use.

To perform PEN-TESTING TO PROTECT WIRELESS 
NETWORKS (USING WPA2 OVER ADVANCED WPA3) you 
need the following:

1. Operating system
2. Wireless network 
3. A strong Wi-Fi connection 

7.1 Wireless Pen-Testing Phases
Pen-testing of the wireless networks is classified into two 
phases:

1. Passive

2. Active

Passive Phase:

In this phase, the pen-tester or an attacker collects the 
information about its infrastructure target. Before applying 
the attack/pen-testing on the targeted network, a pen-tester 
attempts to find vulnerabilities on the network. The following 
steps may be taken:

1. Inspecting the environment

2. Searching and reading about the target using open source 
intelligence

3. Talking to genuine users or professionals about security 
controls

4. Network traffic

According to the above information, a network with WPA2 
can protect itself and identify the vulnerabilities, using the 
same techniques as the attacker. If a pen-tester identifies a 
vulnerability before the attacker, an organization could take 
precautions to defend itself. Pen-testers play an important 
role in every organization to protect its infrastructure. 

In the passive phase, an attacker may find the required data 
directly from the unaware experts or network engineers of 
the targeted organization, which could be enough to perform 
some offline attacks such as brute-force attack, dictionary 
attack, and others.

Active Phase:

On the other hand, as if the “passive phase” was not enough, 
there is a second phase, called the Active phase. This is where 
the attackers directly interact with the target. “Artificial 
Intelligence (AI) to combat Social Engineering attacks” will 
see in upcoming next research paper in another 15 days (Keep 
watching, will release it soon).

8. CONCLUSION
Network security is a major concern for organizations today and has become a vast field of study. To prevent wireless security threats, 
various technologies have been developed. The security threats may come from vulnerabilities in the security protocols such as 
traffic analysis or the poor configuration of the networks such as unauthorized access. Providing secure wireless communication for 
organizations and individuals is always the primary goal of all security protocols. This paper highlighted the data security process and 
methods of the WEP, WPA, WPA2, and WPA3. We found out that the WPA2 protocol is more secure in data transmission as compared 
to the other protocols, as well as the newly launched WPA3. 

The next-generation Wi-Fi protected access protocol released 15 months ago was once welcomed by the developer community. The 
early launch of the WPA3 protocol is intended to be much more secure, because of its “dragonfly” handshake that makes password 
cracking nearly impossible. However, researchers identified that WPA3 was a failure due to many major shortcomings. WPA2 makes 
use of a specific model of the AES known as the CCMP. WPA2 resolved vulnerabilities of WPA and WEP. Research and pen-testing 
showcase that WPA2 offers better security than WPA3, and hence at this point in time, an upgrade to the latest version may not be 
the best approach.

7. WIRELESS PENETRATION TESTING
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